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[TJIAT®GOPMA 3ALLNTBI AAHHbIX “CIEKTP”

B coctae nnadTopMel BXOAAT peLleHmns, KOTOpblie TaKXe paboTaloT, Kak oTaenbHbie NPOAYKTbI:

CMNEKTP|DCAP CMEKTP | MOPTAIJ CMNEKTP|NOUCK CMEKTP| MAPKEP CMEKTP|DAM DSP CIEKTP
Cuctema KoHTpoOns [lopTan cornacoeaxus beicTpbit KOPNOPATUBHDIN MapkurpoBka BoKyMeHTOB Pewwexne pna nonHoueHHOM [lnatgpopma sawmTe
U YNnpasneHus npasamm U BblAQYM NPUBHUNErUH MOMCK MO BCEM COTPYOHMKAOMM C COXPOHEHUEM 3awmTel 6a3 AAHHBIX OAHHbIX
OOCTYNA K AAHHBIM no 3anpocy Nonb3oBATENS XPAHWUMLLAM AAHHbBIX METOK BHYTpHM dpauna

& o @




3alWMTa CTPYKTYPUPOBAHHbIX & = MapkuposaHme
M HECTPYKTYPUPOBAHHbBIX AAHHbIX ’ OOHHbIX

[nybokas knaccmudukaums AKTMBHQAS peakums Ha

BCEX AAHHbIX B3 MHUMNOEHTDI
BbicTpamBaHMe npouecca [lpegHacTpoeHHbIe
BbIAAYM NPAB U : NONMUTUKU 3ALLUMATDI

pa3peLleHnt B KOMNAHMMU OOHHbIX




[MPEMMYLLECTBA

PeweHune obecneunBaet 3awmry [TpuBOaUTE NPABQ K NPUHLUNY MUHUMANBHOM
CTPYKTYPMPOBAHHbIX JOCTATOYHOCTH, ONpPEenEensanTe, KTo U K KOKMM OOHHbIM
M HECTPYKTYPUPOBAHHbBIX AAHHbIX. MMeEET JOCTYMN, ABTOMATU3MPYUTE NPOLLECC BbIAAYM

NPAB U PA3PELLEHUIH HO YPOBHE BU3HEC-NPOLIECCOB.

PerynapHoe ckaHMpOBaHME BCEX AAHHBIX KOMMOHMM. KoHTponupymTte BAWKM OAHHBIE B PEXMME PEANBHOTO
[nybokas cuctema knaccMdmKaumMmM HO OCHOBE BpeMeHMU. PelueHne HeNnpepbIBHO MOHUTOPUT
YCTAHOBMIEHHbIX MPABMI B COYETAHUMU C PADOTOM BCE CODBbITUSA, NPOUCXOAALME C BALUMMMU AAHHBIMM,
MCKYCCTBEHHOTO MHTeNNekTa obecneymBaeT NoNHoE M MTHOBEHHO OMOBELLAET 06 UHUMAEHTAX U BAXHbIX

npeagcraesineHmne O TOM, KOKHMe OAHHbIE Y BAC XPUAHATCAH. NMPOUNCLUECTBHUAX.



[MPEMMYLLECTBA

@

B pewennn yxe sanoxerno 6one 200 npasun,
KOTOpble MOMOTryT BOM OBTOMATM3UPOBATh
paboTy no 3awmre gaHHbIX. [0oTOBbIE NOAUTHKM
OAHHBIX M HALW OMbIT MOMOTYT BOM MAKCUMMQJIBHO
TOYHO HACTPOMUTL PELLUEHME MO BALIM 30404M.

DSP cTtaHeT BAWMM HAOEXHBIM MOMOLLHUKOM
B OOHApYXeHMU U BNOKMPOBAHMM YTpO3.
PewwieHne aBToMatmyeckm obHAPYXMT,
YBELOMMT U 3a6N10KMPYET HEODbIYHYIO
OKTUBHOCTb C GAUNAMU, U3MEHEHMS
PA3pELIEeHNI B JOCTYNAX M MHOTOM OPYTOM.

[lnatdopma obveauHseT B cebe 5 pelueHmit C Cambim
NOMHbIM AMANA30HOM BO3MOXHOCTEN MO 3ALWMUTE BCEX

OAHHbIX KOMIMAHWMA.

Pewenune xopowo 3apekomeHgosano cebs B pabore
B HONbLIMX KOMNAHUAX C PACNPEAENEHHON CTPYKTYPOM.
«Cnektp» cnocobeH obpabaTteiBaTh Honblume 0b6beMbI

OOHHbIX C MMUHUMOITbHOMU CKOPOCTbIO.

Cuctema nomMoraeT B NPOBEAEHUM PACCNELOBAHNUM

Mo NMUHUM UHOOPMALUMOHHOM Be3donacHocTU. «CnekTp»
DUKCUPYET M XPAHUT BCE OEMCTBMS C AAHHBIMU B TEYEHMM
ONTIUTENbHOIO CPOKA, YTO MOMOraeT NPOBOAUTD
PACCNefOBAHUS, fAXE €CNU UHLUMOEHT MPOM3OLLEN AABHO.



JKCMNEPTHAA N TEXHUYHECKAS
NOOAEPXKKA

[lopknioueHune k nnatdopme 3aWwmTbl AAHHBIX
O3HOYOET, YTO HALLIA KOMAHAQ KCNEepPTOB

no kubepbe3onacHOCTM NOMOraeT BaM
MOKCUMQJIbHO OAANTUPOBATL CUCTEMY

nop, BALUM LENK.

Mbl BenMMcs ¢ BOMM HALIUM OMbITOM PABOTH

B KPYMHEULLNX POCCUMUCKUX KOMMAHMSX.
 roToBbl pearMpoBaTb HO BO3HMKAIOLLME

TEXHNYECKNE BOMNPOCHI HCO




HTO SALWLMLLAET MNATPOPMA 3ALLNTBI JAHHbBIX “CIEKTP”

DAMNOBLIE CEPBEPA M OMNMEPALLMOHHBIE CUCTEMBI
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NNAT®OPMA PELLEHMM “CMNEKTP”
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= BO3MOXHOCTMU

B PAMKAX OOHOW MHCTANNSUMU “CMNEKTP”
3ALLUMLLAET M OBPABATBIBAET:
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CMEKTP | DCAP



[TTABHASA 3A0AYA :

SALLNTA XPAHUJTINLL
HECTPYKTYPUPOBAHHbBIX OAHHbIX
N KOHTPOJIJIEPOB JOMEHA

. Cepudukar PCTIK N24668

B ennHom Peectpe poccuickmx

nporpamm gns 2BM u BLL
N2/143

DAG/DCAP-CUCTEMA

CHNCTEMA BbIINMOJTHAET:

@ AYOINT OOCTYTIA

e KITACCUOUKALMIO
BCEX IOKYMEHTOR

©® Aranvzness




PYHKUNOHAJIbHbIE BO3MOXHOCTH “CNEKTP | DCAP”

&

K ACOHHBIM PAMNOBBIX XPAHMIMLL,

Y
" Y oBHapyXeHMe CBA3AHHbIX
C 3TUM QHOMONUM U UHLMUIOEHTOB
E i NOCTPOEHME NPOPUIIEN
NOBEAEHMUS COTPYOAHUKOB
%
/AR

OCTOHOBUT OENCTBUS
BUPYCA -LLIMPPOBASLLLMKA
nyTem 610KMPOBKM
I'IGJ'IbSOBGTEJ‘IFI/XpG HUNU LD

R

4YBCTBMTENbHbIX AAHHbIX
no TpeboBaAHUAM
perynstopos P®, GDRP
M BPYTrMX CTAHOAPTOB

HO OCHOBE HEMPOHHbIX CEeTEN
0719 NOBbILEHUS CKOPOCTU U
TOYHOCTU PACMO3HABAHMS

)

i

CBA3UQHHbLIX
C HEONTUMAJIBHO
BblAAHHBIMU NMPABAMMU

19 BbINOJIHEHUS
MNOMMUTUK XPAHEHMS
OOHHbIX U ONTUMM3ALUM

CX4



[MPEMMYLLECTBA “CMNEKTP | DCAP”

Cuctema nonHocTbio rotoBa k pabore |T- Bbicokas
genaptameHTa 1 lenaptameHTa MHPOPMALMOHHOM NPOU3BOAUTENBHOCTD
6e30NacHOCTU NOCAE MHCTANNAUMM

bnoknpoeka Bmpyca-
WP pOoBANbLLMKQ

BoisBneHne MHUMOEHTOR
HO PAHHMX 3TANAX

&

Confluence, Jirg,

[1lpoakTHBHBIE PEAKUMM HO NextCloud,
MHUMOEHTbI, BO3MOXHOCTb Bitbucket + obnaka
B6NOKMPOBKM YEPES ATEHTHI B
=
«CnekTp» BKNIOYAET NONTHOCTLIO
[lpepHACTpPOEHHbIE NONUTHKY, OMUCAHHBIN RfST API,
OCHOBQHHbBIE HA NPAKTUKE NO3BONSAOWMIA UHTETPUPOBATHCS
sHegpenus “Cnektp | DCAP” A, c: DLP, IDM, IRP v np.
B KPYMHEMNLLIMX KOMNAHMSAX
Poccuu

MoxeT uHctannm POBATbCH

Ha Astra Linux, RedOS



“Cnektp | DCAP” nuueH3npyeTcs o MOZYNbHOMY NPUHLMMY, B 3ABUCMMOCTU OT KOJIMYECTBQ
YYETHbIX 3ANUCEN U TUMOB 3ALUMLLAEMbIX XPAHMUIHLL

LN
MOLYSIM “CIEKTPA | DCAP” "%
\

MOAYJ1b TUM KOMIJIEKTALUNA
Mopgynb ayamMta u aHanM3a Npas fOCTYNA bA3OBAA
Mogynb ayamTta cnyx6 v Katanoros OONMOJIHNTEIIbHAA

Mopgynb KnaccMdUKALMMU AAHHBIX
30LWMLLAEMBIX CEPBEPOB

MO,EI,YJ'Ib NOBEOEHYECKOU AQHAJTMTUKMN,
OMOBELWEHUN U OTYHETHOCTMH

Mopgynb NOUCKa NO COpePXMMOMY PAMSIOB

Mogyns nepeHoca/yaaneHus AaHHbIX




APXUTEKTYPA «CMNEKTP | DCAP/DAG»

MPABA M METALAHHbIE

SMB / NFS / APl / ...

AHAJTN3 KOHTEHTA

SMB / NFS / APl / ...

COBbITHSA

ATEHTHI / BCTPOEHHBIE MEXAH3Mb

[MPABA M1 METAAHHbIE

SMB / NFS / APl / ...

AHAJIN3 KOHTEHTA

SMB / NFS / APl / ...

COBbITHSA

ATEHTHI / BCTPOEHHBIE MEXAHIM3MbI



MOAYJ1b AYOUTA U AHATIU3A

[MTPAB JOCTYTA

Cobupaet nupopmaumio
O CTPYKTYpPE KAXAOro 3ALMLLIAEMOrO
XPOHUIIMULLA M KOHTPOJJIEPOB AOMEHQ,

BXOASLUUX B UHPPACTPYKTYPY
Dprﬂ HU3ALUWNA

Dukcnpyet Bce onepaumu
C AOHHBIMM HO 3ALWLMLLAEMbIX
CEpPBEPAX

40PO
CUCTEMbI
«CMEKTP | DCAP»,
HA ETO OCHOBE
BA3UPYIOTCA OCTAJIbHbIE
MOLYIU

Dopmupyet
OBYHQMNPABNEHHYIO
MATPMLY OOCTYNA K LAHHbLIM

AHANU3UPYET CTPYKTYPY
katanoros/ damnos
30WMULLOEMBIX CEPBEPOB,
CTPYKTYPY OPraHu3aumu,
NOJIYYEHHYO NOCPEACTBOM
MHTETPALMM C KOHTPOJINIEPOM
OOMEHO, U NPaB [OCTYNQ,
nonyyeHHbix n3 ACL



MOAYJ1b AYONTA CITYXb U
KATAJTIOIOB

—n AHAJIU3IUNPYET
COBbITHNA:

cosnanune / nsmenenue / ynaneuume
YYETHbIX 3aNUCEN M OPYTMX OObEKTOB

daKTbl YCNEWHOM 1 HEYCNELHOW ABTOPM3ALMM,

BNIOKMPOBKM, OKTUBALMM, OTKITIOHEHUS YHETHBIX

NOAOEP>XMBAEMBIE
OJOMEHHbBIE CJTYXBbI:

3anuceun v gp.

SALD freelPA

- Active Directory ;"’* A crncok Y3 ¢ NOCTOsIHHBIM NApPONeM

A OTKJtOYEHHble Y3

oo, AHAIJI V|3_|4 PYET
Jilt yacTPOMKM:

A YNEHCTBO B rpynnax 6e3onacHocTy

A v op.




B NRY
MOLYNb KNACCUDUKALNM A
[AHHBIX SALLMLLAEMbIX CEPBEPOE (SRR Sm i

PACITO3HABAHUE
Mopynb no3Bonser onpegenuTb MECTOMOJTIOXEHME
KPUTUYHOM MHPOPMALMM U NPABA [OCTYNA K HEM: ; N _ '

J

>70

DOOPMATOB

NJOKYMEHTOB, BKJTKOHAS
HEOTPAHMYEHHbIX YPOBEHb
BJIOXKEHHOCTM.

KnaccupumumpyeT BClo UHOOPMALMIO
ﬁ HO 3AWMLLIAEMbIX CEPBEPAX;

onpeaenseT HanMunue KPUTUYHOM MHPOPMALUM
D B GaMNax, TOKOM Kak: kpeguTHele kapTsl, [10H,

bUHAHCOBAS MHPOPMALMS U Apyroe

(6onee 230 kateropui);

pacno3HaeT u3obpaxeHus Ha base
texHonornn OCR 1 wabnoHbl M306paxeHn
Ha Ba3se npen 0OyYeHHbIX HEMPOHHBIX CETEM.




MOLOYJ1b MOBEOAEHYECKOU AHATTUTUKMU,
OMNOBELLEHMMN N OTYETHOCTU _
@

NOBEAEHYECKAA AHAJTIMTUKA

MuHuMM3aumio
% KOJIM4HECTBA
Moayns pynkumonupyer (g N, NOXHOMONOXUTENBHBIX

HO OCHOBE 0byUaeMbIX B PEXUME, NPUDANKEHHOM cpabaTbiBaHMM

HEMPOHHBIX CEeTeH, Beicokyto K PeanbHOMy BPEMEHM ¢
4TO Ader: NPOM3BOAUTENIBHOCTb 2 :

Mopgynb NOMOXET BbISIBUTb CITy4aM:

E o N 2=

KonuposaHnue Maccosblie 3anyck KomnpomeHTaums
dannos nepepn M3MEHEHMS HEOBTOPMPO3BAHHbLIX ~ AOMEHAd M aTAaKa
YBOJIbHEHMEM npaB JOCTYNaA CKPMNTOB HO AOMEH

i

F ] |
G l |

1wl



MOLYJ1b MOBEAEHYECKOU AHATTUTUKMU,
OMNOBELLEHMMN N OTYETHOCTU

PABOTA SIEM
C MHUMOEHTAMM OTNPABNSET PEe3YNbTATh

ayamta B SIEM-cuctemsi,

Mopnynb BbiSBNSE€T HOPYLUEHME MHUMOEHT
NPEeAHACTPOEHHbIX NOMUTUK

6e30nacHOCTH, d TAKXe

HACTPOEK, CO3AAHHbIX

NPU NOMOLLM KOHCTPYKTOPO <o

“Cnektpa | DCAP”. %)

yBEeOOMIIAET MO BHEKTPOHHOH
no4yTe CoOTpyaHUKOB
O NOTEHUMAJIbHbIX AHUMNOEHTAX.

[NaccreHasa peakums

OTtnpaBka yBegoMneHus
MO KAHANY ONOBELLEHMS



MOLYJ1b MOBEAEHYECKOM AHAJNTUTUKM, </

OMNOBELLEHMMN N OTYETHOCTU

OTHETHI
NPEeayCTAHOBNEHHbIX OTYETOB, Ny4luUe Mopgynb oT4eTOB NOMOraeT

npakTnkn NT-pnenaprameHToB M ONTUMU3UPOBATL BALLM
LenapramenTos Vb Poccum. KOPNOPATUBHbIE PAMNOBLIE
Mogynb no3sonseT nayuntb MHGOPMAUMUIO XPAHMAMLLQ, BbISIBMB:

NO BCEM BbISIBIEHHbIM PUCKOM B

NMPOCKAHHNPOBAHHBIX XPAHUITMLLAX.

nybnukatel Gannos

=
-/ Haubonee BbICTPOPACTYLIME NAMKM

Bbl MOXETE CO3[JABATb CBOM OTHETHI , ,..
HA OCHOBAHMM ﬂ,AHHbIX AVB,MTA @ CI)C]I/IJ'II:I, K KOTOPbIM HE Bbino D6FJGLLI,EHI/IM

OOCTYNA K XPAHUITULLAM

] HEUCMNOSb3yeMble pecypchl (6e3 MaMeHeHUN)

B
{E ANHAMUKY 3ATNMOJTHEHUS CBD60,EI,HDI'O

MECTA XPAHUITALL,

Mopynb BbiSBASET HAPYLUEHUE

NPEAHACTPOEHHbIX NONUTMK Be30NacHOCTH, OT4yeTbl CTPOATCA NO 3AAAHHOMY PACMNUCAHMIO

d TAKXE HACTPOEK, CO3A0UHHbIX B ABTOMATHMYECKOM pPeXnmMe C BO3IMOXHOCTbIO OTNPABKM
1 ! " ~r

npu nomoluy koHctpyktopa “Cnekrp | DCAP”. Ha e-mail U coxpaHneHnnem Ha nybamuHOM nanke.




BbIABJIEHUE U BIOKUPOBKA OEUCTBUM

BUPYCOB-LLUMNPPOBAJIbLLUMNKOB

AHTUBUPYC

CoemecTHas paboTa
bonee addpekTUBHO

L% CMEKTP

DAG,/DCAP-CUMCTEMA

CUrHAOTYpHbIM QHANK3
BCEX 3ArPYXaeMblX
MCNONHAEMbIX GAMNOB

AHanus gencteun ¢ pannamm
ot nioboro npouecca/
nonb3osaTens /NpunoxeHus

QHANU3UPYET BCE BLIMONHAEMbIE
onepauyu BpeaoHOCHOrO

no, He3aBUCUMO OT TOrO,

KGK OHO Monasno B CUCTEMY

dbannsl, He npolueawne
NPOBEPKY, HE 3ArPYXaoTCS

nponyckaet ysssumoctn O-day

Ecnu onepauumn Hocat
OHOMOQJbHbIX XAPAKTEP,
«CnekTp»:

* duKcUpyeT M yBegoMNseT,
* Gnokupyet BCe onepauum
spegoHocHoro 10O/ sce
OnepaLmu Ha CUCTEME.




IHCTPYMEHT Ans peLueHus

MOLY/S1b MEPEHOCA /
yﬂlAnEHMﬂ ﬂlAHHbIX i{ 3agay NT-penaptamerTa

HPEAHGFGBT Cl))lHKLI,HOHCIH Ana opraHn3auymm cl;qﬁnoaux XPAHUNULL
npouecca onTMManbHOro UCNoJib30OBAHMUA

$ainoBbiX XPAHUAMLL, C TOYKM 3PEHMS

PACNONIOXEHHbIX TAM AOKYMEHTOB

PO

T BbinonHeHue
T TpeboBaHMi

PEerynsaTopos

MOLAYJ1b NO3BOJIAET HacTpausaTts npasmna
ABTOMATMYECKOM 0OpabOoTKM U NepemeLleHus

ACGHHbIX, Y4UTbIBAKOLWHE.

MECTOPACNONOXeHUe AAHHbIX
ny6nMKaThl AAHHBIX ABTOMATM3ALMSA NpoLecca
HPEHOCG/Yﬂ,GﬂeHHﬂ OAHHbIX
M3 HELUEJIEeBbIX MECT XPGHEHHH

CTATUCTUKY UCNOJTIb3OBAHUSA

HOCTPAMBAEMBIE MONb3OBATENEM NPABUIA
0bpaboTKM [AHHbBIX




KEMCHI
CMEKTP | DCAP



AHAJTN3 COOEPXXMMOTIO
DANNTOBBIX XPAHUITALLL

OTcyTcTBME NOHMMAHME TOFO, KaKas MHPoOpMaLuUs
XPAHUTCS HaO GAMNOBbLIX CEePBEPAX OPraHU3ALMM.

NPOAHANIU3UPOBATL COAEPXMMOE
$AMNOBbIX XPAHUIMULL

3AWMUTUTD KPUTUYHYIO U BAXKHYIO
KOMMEpPYECKY0 UHPOPMALMIO

BbIIBUTb, KOKAS MHPOPMALMSA XPAHUTLCS

ONTUMU3UPOBATb PANNOBbBIE XPAHUIMLLA

PELLUEHWE:

“Cnektp | DCAP” nokaxeT, kakas uHdopmaums
XPOHUTCA HA PAMNOBLIX CEPBEPAX OPTrAHU3ALMM:

KPUTUYHAA MHPOPMALMS (nognapatowas

nog AenCTBMS PerynsaTopos)

BAXHbIE KOMMEPYECKNE OUHHbIE

nybnukatel pannos

yctapeswue dpannsl 6e3 obpauteHui

ITU OAHHbIE CTAOHYT OCHOBOM A/151 BbICTPAMBOHMS
npouecca 3awmTbl U ONTUMKU3AUMM DANNOBLIX

XPAHAUNULL.

>/0

PACINO3HAET U3OBPAXEHUA
N OOKYMEHTbI BE3 OTPAHHUYEHUA
YPOBH4 BJIOXEHHOCTUA

DOOPMATOB
NJOKYMEHTOB

—




AYOUT DAMNINOBBLIX XPAHUIULL

PACCJIEJOBAHUE MHUMNOEHTOB B HACTU
YTEYKU MHDOOPMALIUU, MOUCK PAUITOB/ e

NANOK, MHOPOPMUNPOBAHUE NMPU HAJIMHUA PELLUEHMUE:
PACLUMPEHHbBIX NPUBUIETUM

Yem nomoxet “Cnektp | DCAP” :

. MOKAXET BCEN OEUCTBUS C MHTEPECYIOLLEN

nankow/ dainom
UcuesHoBeHMe PaitnoB Mnm nanku
ons dainos (B TOM uncne U yaaneHHsix)

@® MrHOBEHHO NOKAXET UX AybnuKaThl
HO TOM X€ M APYTMX XPAHWUIMLLAX

CoTpyaHMK Mnu rpynna COTPYAHMKOB XANYHOTCS
Ha TO, 4TO nponanu ¢GaMnbl UK NANKM.
HeobxopgnMo onpegenuts, bbinu nu gaHHbie
yAaneHsbl U KeM. Takxke HaOUTU KONUM YTEPSHHBIX
OCAHHBIX C LeNblo BOCCTAHOBNEHMUS YAANEHHbIX



AHAJIN3 U ONTUMU3ALUNA UCTTOJIb3OBAHUA
DAUNOBLIX XPAHUNALL, MPOTHO3MPOBAHMUE
X SATTOJIHAEMOCTH

OT1cyTCcTBME KOHTPONS PALMOHANBHOTO
MCNONIb30BAHUA XPAHMUIMULL, AAHHbBIX

KoHTponb paunoOHanbHOro MCNoib30BAHUS MECTA
HQ XPAHUAULLAX MHGOPMALMMU C LENbIO
NPeaoTBPALLEHUS UX 3ANOJTHEHMS
“Hepabounmn” damnamu

PELLUEHWE:

“Cnektp | DCAP” npegoctasuT oTyeThi:

@ ortyet 0 pannax ¢ cambim HonbLIMM OOBLEMOM,

o0 Gannax MyneTMmMeand-popmaTos

OTHETbl O 3IAHMMAEMOM MECTE HA XPAHUITULLAX

onpeneneHHbiMKM GopMaTamm Gamnos

M 0ObEMY C LENbIO MX OANbHENLLErO YAANEHUS

‘ oT4yeT 0 Aybnukatax GanoB U UX KONMYECTBE
.

OTHEeT O HENCINOJIb3YEMbIX Cl)C]l;IJ'ICIX C UeJibio
nX ,EI,CU'II:HE;IUJEFO yoaneHusa Uin nepeHoca

“B apxus”

“Cnektp | DCAP” yeenomuT, ecnu Ha
XpaHunuLLe nossutcs damn bonblue
onpeaeneHHoro pasmepa unu eamn
onpeneneHHoro popmara




S
NMOUNCK U KITACCUDPUKAL NS

KOHPUOAEHUMATTBHOMU MHDOPMALUMMU
HA GANTTOBbLIX XPAHUITULLIAX

KoHdupeHuuanbHas MHpopmaums B OpraHmM3aumm
He 3AaLMLLEHA B COOTBETCTBUM C TPEOOBAHMAMM
perynsTopos

NPOAHANU3UPOBATL COAEPXKMMOE
$AMNOBbIX XPAHUIMULL

BbISBUTb KOHPUAEHLUUANBHYIO MHPOPMALMUIO

NnoKa3aTb NepevyeHb COTPYAHMKOB,
MCNONb3YOWKUX MHPOPMALMIO

NOKA3AaTb MECTONONOXEHME Ha GaMNOBOM
XPAHUNULLE

PELLUEHWE:

“Cnektp | DCAP” BbISBUT KOHDUAESHUMANBHYIO
MPHOPMALMIO M MTOMOXET KNACCUPUUMPOBATL €€

@ nepcoHanbHble gaHHbIE

@ noHHbie 6AHKOBCKMX KAPT

@® xondupeHumManbHas kommepueckas MHbopmMaums

@® 6aHkoBCKOS TAMHA M T.4.

B cucteme ectb pekomeHaaumm n Heobxoammeie
MHCTPYMEHTbI A5 BbINONHEHMS TPEOOBAHUMA
pPerynsTopos.

>230

KATETOPUM KU

PACMO3HAET HAJTMYUE
KOH®UOEHUMATTBHOM

MHOOPMALIMU B DAMITAX <
-
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AHAJIN3 MPAB JOCTYIA

COTPYOHUKOB HA COOTBETCTBUE 9 ‘

MPUHLIAMY MMHUMATBHOM if ‘

NJOCTATOHYHOCTU .
PELLUEHWUE: ‘
|

Yem nomoxet “Cnektp | DCAP” :

NPOGHANMU3MUPYET BCE Onepaumnm
COTpyaAHHUKOB ¢ nankamu/ Gpainnamu

M MOCTPOMT OTHET C PEKOMEHAALMSIMM
no “6esbonesHeHHOMY " cokpaweHmIo
NPAB BOCTYNA K AAHHBIM

Y HEKOTOPbLIX nonb3oBareneu npesbilWEHDbI NPABA AoCctyna

[MpH HANUMYUK XPAHUNULLY, HECTPYKTYPUPOBAHHbIX OAAHHbIX
c 6onbwmmMH obbemamm MHoOpMaLMM NPOBECTH
M3MEHEHMEe NPAB [OCTYNA K HEM COrMIACHO MOJIUTHUKE
“poctyn K MMHMManbHO Heobxogmumon nHdopmaumm”.
bes BnausHMa Ha npouecc paboTbl COTPYAHUKOB




CMEKTP | DAM



PELLUEHME MO 3ALLMTE BA3 OAHHbIX

DAM (DATABASE ACTIVITY MONITORING) - PELLUEHUE OJ14
KOMITJIEKCHOTO MOHUTOPUHIA U SALLNTBI BA3 JAHHbIX

HenpepbiBHbIK cbop [Mbkue npasmna
= undopmaumn Al  pearMpoBaHus
O AEWNCTBUSAX MONb3OBATENEN HO MHUMOEHTHl U QHOMAMM

c 6a3aMM OAHHbIX

KoHTponb Kak psaoBbiX

9 COTPYOHUKOB,
TAK Y NPUBUIIETMPOBAHHbIX
nonb3osartenen b/l

@® Kontpons npas goctyna
NOMOraeT NPMBECTU NPUBUIIETUN
COTPYOHMKOB K MPUHLMMNY
MMUHUMANBbHOMU AOCTATOYHOCTMU

® Dyukumonan knaccubukaumm
NO3BONSET OOHAPYXMTb

BCE& MECTA XPAHEHMS YYBCTBUTENTbHOMU
MHPOPMALMM




Ayaout obpalueHui k b1
B PEXMME PEQSILHOTO BPEMEHM

CoxpaHeHue Bcen
MCTOPUKM obpaLleHn
k Bll, Bkntouvasa oreeThl
HO 3ANPOChH!

0N15 NPOBEAEHUS
paccnenoBaHUM

BoisneHue mecr
XPAHEHWUS YYBCTBUTENBHOM
MHPOPMALMM, BKIOHAS
nposepky b/]

HO 0De3IMYEeHHOCTb

-

& KINGEERSIE -
~ BO3MOXHOCTM

[MOKas cucTeMa OTYETHOCTHU
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AHanu3 Nnpae gocTyna
kKo Bcem obbektam b/l

AKTMBHblE pEeaKLUUM

HQ BbISIBJIEHHbIE MHLMOEHTHI
(aBTOMATUYECKMM 3anyCK
CKPUNTOB Afs MobbIX
nnatdopm)

PacwmpeHHbie yBegomneHus
no kaHanam SIEM, Email,
Telegram, Rest API



[MPAHLUNI PABOTDI

NOALEP>XXUBAEMBIE CYB/:

4@ [10nHbIA PyHKUMOHAN :E DyHkumoHan knaccudpukaumm,
“*" pocTyneH ang nnathopM: AQHANM3a CTPYKTYpPbl M NPAB AOCTYNQ:

PostgreSQL, Jatoba, PostgreSQL Pro, MSSQL Oracle, Teradata, MySQL

MacTtep y3en

CMNEKTP | DAM  ° » Ckanepel
D
Cbop cobbitnit ayauta i
BeAeTCA AreHTCKMM AreHTsl
cnocobom v
SIEM, EMAIL, . [Jlexopeps! seicig
TELEGRAM, ... ok

AreHTsl



CIMEKTP | MAPKEP



PELLUEHUE KJTACCA DATA CLASSIFICATION

[TTABHAA 3AOAYHA CUCTEMBI:

MNOBbICUTb BOBJIEHEHHOCTb
M OCBEOOMIEHHOCTb
COTPYOHMKOB B PABOTE

C KOH®PUOEHUMAbHBIMU
NAHHbIMU U OBECMEYMTD
MX BE3SOMACHbIM OBMEH

BxoauT B cocTas

nnatdopmel “Cnektp”

100% napuret c

Boldon James

MoxeT paboTtats

HE3ABNCHUMO

Obs3aTenbHAs MAPKUPOBKA
LOKYMEHTOB MOJIb30BATENSAMM
NPU MX CO3AAHM

[lonutnkm orpaHnyeHus
HO paboTy U NepechinKy

.F"FT.‘-'-’. ‘a

OTtobpaxeHne MeTok
npu paboTe ¢ LOKYMEHTAMM

AyouT 1 KOHTPOIb
NPOMAPKMPOBAHHBIX JOKYMEHTOB




OCHOBHbIE 3A0AYN MAPKHNPOBKHA

NPeaoCTABUTb MHCTPYMEHT
COTPYAHUKAM

0719 COMOCTOSTENbHOM
KATEropm3aumm OOHHbIX

3AWMmTUTb X HAJTOXKEHHbIMA
MOJIMTUKAMU B 3ABHUCHMMOCTHU
OT KaAreropmn A4AHHbIX

NPO3PAYHAA UHTETPAUMA
HA OCHOBE BbICTABJIEHHbLIX METOK

pacunpeHne 3allinTbl 3A MNMpeneibl

obnactm pabotel DCAP / DLP

BKJIIOYEHME B COCTAB
pekBu3nToB gokymeHtos KT

ronda “Kommepueckas TanHa”

onpepeneHne nepeyHs
M OrPAHMYEHME OOCTYNA
K UHPOPMALMHK,
COCTABNSOLLEN
KOMMEPYECKYIO TAUHY

yyeT nuL, NoJyYUBLIMX
poctyn k KT unu kotopbim
OHQ NepenaHd



Kareropru MeTok B COOTBETCTBMM
C MPUHATOM B OPraHMU3ALMUM NOJSIUTUKE
KOHPUAEHLUUANBHOCTH

atll
by

Hactpauneaemsie
NPUOPMTETHI
(ypoBHM) pna meTok

Hactpansaemblie nonUTHMkM
OrpaHMYEeHUa AEUCTBUM
COTPYAHMKOB € $ainamu,
MUCbMAMM Y METKAMM

KJIKOYEBBIE
BO3MOXHOCTU

&

CoxpaHeHHne meTokK
B QJIbTEPHATMBHbIE MOTOKM
AAHHBbIX U METAAAHHbIE panna

Unterpauma c DCAP
M DLP yepes REST
APl vnu meTagaHHbie
dainos

OT1cnexuBaHue BCcex nemcTBmMMm
C METKOMM B AOKYMEHTAX
U MUCbMAX
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HasHaueHne mnm oT3biB NPaB
// = KOHKPETHbIM COTPYOHMKAM
/7 O -
/ rPAHNUHEHNE CPOKA AENCTBUS
v A BbIAAHHbBIX MNMPpdB AO0CTYMNA
Yka3aHue OTBETCTBEHHbIX
34 COMMacoBdHHMSA BblAAYU NPAB
[NMO3BOJIAET BbICTPOUTD

5 JOCTYNA K KaXAOMY pecypcy
KOMIMJIEKCHbIA MPOLECC PABOTHI

C 3A9BKAMU HA YTPABJIEHME
[TIPABAMU OOCTYMNA

lpoBefeHNnE MHBEHTAPU3ALUM
M NEePECMOTPA TEKYLLMX NPAB

COTPYAHMKOB K DAMITOBbIM
. PECYPCAM KOMIMAHNA 4
* y ABTOMATM3MPOBAHHOE [ODOABNEHUS COTPYAHUKOB
" / | B rpynnbl 6€30NACHOCTU, COOTBETCTBYIOLLME NPABAM
N ey Ji4 LOCTYNA HA 30AAHHbIN pecypc.
L N -' [lopTan nossonset Bectn aHanM3 BCex AKTUBHbBIX
B A 3aBOK C BO3MOXHOCTbIO UX OT3bIBA M MEPECMOTPd.




3A4dBKaA

HENOCPEeACTBEHHbIN
HAYANbHMK
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cornacytowme 2 ypoBHs

Pacd

\s

COTPYAHUK MO

NnoNnb30BATEIb
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noarsepxneHne BblNMOJIHEHUS @ ABTOMATHMHECKAsA BbiAAYA MNMpas

KOHTPOJIJIEPBI AOMEHA
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CMNEKTP | MOUCK



NONMHASA MHOEKCALMUS
OAHHbIX

PELLEHME OBECIMEYUNBAET BO3MOXHOCTb
bbICTPOIO KOHTEHTHOTIO MOUCKA MO
COAEPXMNMOMY BCEX JOKYMEHTOB.

BO3MOXHOCTU:

QHANM3 COAEPXMUMOrO
AOKYMEHTOB HQ 3Tane
CKOHUPOBAHMUS

UMHAEKCAUMs BKIKOYAET BCe
noaaepXmMBaemMbie CUCTEMOM

BoinonHgeT nouck no CNoBAM MU CIIOBOCOYETAHUAM dopmarel pannoe

no rpadpumyeckum pamnam
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Y3HAMUTE BCE O BALLUMX OAHHBIX
N SALLUMNTUTE UX

@ CYBERPEAK.RU
< INFO@CYBERPEAK.RU

+7 (800) 250-52-28
+7 (831) 228-01-82

C@;} Mockea, yn. [loHckon 5-#4 npoe3n, 21b, nomeueHue |

8 Huxnwmit Hoeropoga, yn. Akapemnka Caxaposa, 4, opuc 628



